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CRITICAL STEPS FOR DIGITAL 

SECURITY

WITH PANDORA SECURITY

What are some of the most common

cybersecurity risks for affluent families? 

•	HACKED ACCOUNTS

•	RANSOMWARE

•	SOCIAL ENGINEERING ATTACKS

How do I manage my online presence?

•	MOST ATTACKS ARE BASED ON YOUR 

PERSONAL INFORMATION AND CONTACT 

DETAILS

•	KNOW WHAT TO SHARE AND HOW

•	KNOW WHAT’S OUT THERE ABOUT YOU

Easy ways to get online security:

•	LOOK FOR A SECURE WEBSITE ICON    

AND ALWAYS USE “HTTPS”

•	USE PASSWORD MANAGERS

•	ALWAYS USE 2-STEP VERIFICATION

•	MAKE ALL SOCIAL PROFILES PRIVATE

Here are some social media security rules of 

thumb:

SOCIAL MEDIA IS RISKY - needs to be used 

carefully.

BE WEARY about any unknown friend requests 

or messages.

ACCOUNTS GET HACKED – beware of unusual

interactions from friends “I’m stuck in a 

Mexican prison and need some money.”

DON’T CLICK ON ANY LINKS unless you are 

sure who you’re talking to.

THERE’S NO REASON WHY THE WHOLE 

WORLD SHOULD SEE YOUR INFORMATION – 

keep your social media posts in limited circles.

You can reach out to Pandora Security,  

whether just for some advice or to discuss 

their full offering of services to improve your 

family’s online privacy and security. You can 

visit their website at www.pandorasecure.com, 

or email them at contact@pandorasecure.com. 

And as always, please feel free to reach out to 

Omnia if you have any questions.

HAVE AN EXPERT ON CALL – you wouldn’t 

diagnose yourself, or represent yourself in

court, why is cybersecurity any different?


